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About this report

The Office of the Australian Information Commissioner (OAI&jodically publishesstatistical
information about notifications received under thé&lotifiable Data Breaches (NDB) scherioeassist
entities and the public to understand the operation of the schenhis report captures notifications
made under theNDBschemefor the period from 1 July to 31 December2020.

Where data breaches affect multiple entities, the OAIC may receive multiple notifications relating to
the same breach. Notifications relating to the same incident are counted as a single notification in this
report.

The source of any given breach is based on information provided by the reporting entity. Where more
than one source has been identified or is possible, the dominant or most likely source has been
selected.Source of breacltategories are defined in thglossaryat the end of this report.

Aswith previous reports, wtifications made under theMy Health Records Act 2Gk2 not includedas
they are subject to specific notification requirements set out in that Act

NDBschemestatistics in this report are current as &January 2021. However, a number of
notifications included in these statistics are still under assessmeamid their status and categorisation
are subject tochange. This may affect statistics for the ped July to December 2020 that are
published in future reports. Similarly, there may have been adjustments to statistics in previous NDB
reports because otthangesto the status or categorisation of individual notifications after

publication. As a result,aferences to statistics from before July 2020 in this report may differ from
referencesin earlier published reports.
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Executive summary

The NDBcheme was established in February 2018 to improve consumer protection and drive better
security standarddgor protecting personalinformation. Underthe scheme any organisation or
governmentagencycovered bythe Privacy Act 1988ust notify individuals affectedand the OAIC

when a data breach is likely to result in serious harman individual whosepersonal informationis
involved.

The OAIC publishstwice-yearly reports on notifications receid under the NDB scheme to track the
leading sources of data breacheandto highlight emerging issues and areas for ongoing attention by
regulated entities.

Notifications Malicious or Human error System fault
criminal attack
A

M| & | & | K

539 | 58% | 38% | SN

Up 5% Down P46to 310 Up 1846to 204 No change

Comparisons are tdhe period from 1 January to 30 Juriz020

Key findings for theJuly to December2020reporting period:

1 539breaches were notified under the scheman increase 05%from the 512 notifications
receivedfrom January to June 2020

1 Malicious or criminal attack (including cyberincidents) remain the leadingourceof data
breaches, accounting fo58% of notifications.

1 Data breaches resulting from human error accowutfor 38% of notifications, up 18% from 173
notifications to 204.

1 The health sectoremainsthe highest reportingindustry sector, notifying 23% of all breaches
followed byfinance, which notified 15% of all breaches

1 The Australian Governmergntered the top5industry sectors to notify data breache®r the first
time, notifying 6% of all breaches.

1 68% ofdata breaches affected 100 individuats fewer.

1 78% of entities notified the OAIC within 30 days of becoming awarandfcident that was
subsequently assessed to be an eligible data breach.
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Chart 1)XKData breachnotifications under the NDBscheme
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Notifications receivedJuly to December2020

The OAIC received 539 notifications this reporting period. This is a 5% incaspared to the
previous6 monthsand a 2% increase compared to tteame period in 2019

There was significant variation in the maber of notifications received each montbf the reporting
period. The OAIC received 62 notificationsNovembers the second lowest monthlytotal since the
NDB scheme commenced in Februa#29183 but more than 100 notifications in July, August and
Septembert

This reporting period saw continuation of the trend towardsgreater proportion of data breaches
attributed to human error. Data breaches resulting from human error accoenitfor 38% of all
notifications, compared to 34% the previou®months and 32%n the same period in 2019.

Table 18 Notifications receivedin 2020under the NDBscheme

Reporting period Total no. of notifications
July to DecembeR020 539
January to June2020 512
Total no. of notifications receivedin 2020 1,051

Top industry sectors to notify breaches

Health service providershave consistently reported the most data breaches compared to other
industry sectors since the NDB scherbegan.The Australian Governmeritentered the topreporting
industry sectorsfor the first time, replacing the insurance sector

1 A health service provider generally includes any private sector entity that provides a health semitb& the meaning of
section 6FB of the Privacy Act, regardless of annual turnover. Stateemitory public hospitals and health services are
generally not coveredthey are bound bystate andterritory privacy laws, as applicable.

2The Privacy Actavers most Australian Government agencies. It does not cover a number of intelligence and national
security agencies. The Privacy Act does not costate and local government agencies, public hospitals and public schools
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Table2 8 Top5industry sectors by notifications

Industry sector Total no. of notifications
Health service providers 123
Finance (incl. superannuatiori) 80
Educatiorf 40
Legal,accounting &management services 38
Australian Government 33

Chart 25 Number of breaches reported under the NDB schendAll sectors
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3 This sector includes banks, wéth managers, financial advisors, superannuation fundmd consumer credit providers
(regardless of annual turnover).

4This sector includes private educin providers only, as APP entities. Public sector education providers are boursidtg
andterritory privacy laws, as applicable.
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The impact ofremote working arrangementgesulting from
COVIRL9 restrictions

In early 2020, businesses across Australia introducexhote working arrangementsn response
to the COVIEL9 pandemic. The OAIC hhmhlighted the privacy risks arising from these
arrangements, recommending that entities consider undekiamg privacyimpact assessments

to screen for unexpected privacy issues and to help mitigate any privacy risks associated witr
remote working arrangements.

Across the reporting period, the OAIC has closely monitored trends in BifbBmenotifications
for any indications thatremote working arrangements have either increased the risk of data
breaches or impactedhe capacity of notifying entities to meet their obligations under the
Privacy Act.

Considering thepublic reporting on the increase iboth COVIBL9-themed fraud andthe
vulnerability of entitieswith remote working arrangements$o cyber security incidentsit is
noteworthy that there has only been a modest increase of 5% in the total number of
notifications compared to the previous reporting period.

However, it is also notable that data breaches resulting from human error have significantly
increased, both m termsof the totalnumber received up 18%?% and proportionally 8 up from
34% to 38% of all notifications. While it is possible that this increase is linked to changed
business and information handling practices resulting froramote working arrangemers, the
OAIQs yet to identifyany information or incidents that conclusively prove a link.

Data breaches attributed to malicious or criminal attacks, including cyber incidemave
decreased both interms of the total number receivednd proportionally, albeit only slightly.
Breaches attributed to cybesecurityincidents decreased from 21Rst reporting periodto 212.
Thisrepresentsa decrease of 3%, roughlp line with the previouss-monthly comparison.

This downward trend, particularly imelation to data breaches arising from cyber incidents,
followed L @= MKLJ9DA9F ! 201920 AndualCybldrTiixdat@Redort FL J = At
highlighting an increase in reported speghishing campaigns and COW®-themed malicious
cyber activity during the pandemiddowever, not all cyber security incidents reported to the
Australian Cyber Security Centre constitugdigible data breaches under the NDB scheme

TheOAIC considers that more data and analyaig required beforeaview can be developedn
the impact ofremote working arrangements otthe capacity of entities to securely manage
personal information.
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Numberof individuals affected by breache$All sectors

As with previous reporting periodghe majority ofeligible data breache68%)involved the personal
information of 100 indviduals or fewerBreachesaffecting 10individuals or fewercomprised47% of
notifications.

Chart3 8Number of individuals affected bybreachess All sectors
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Note:l 3FCFGOFA AF; DM<=K FGLA>A; 9LAGFK : Q =FLALA=K OAL®@ GF?GAF?
These figures reflect the number of individuals worldwide whose personal information was compromised in these data
breaches, as estimated by the notifyirgntities.

Databreaches involving managed service providers

The OAIC received a number of notifications during the reporting period that involved a
managed service provider (MSP) hosting or holding data on behalf of one or more other
entities.

K GML DA F = DatAbFeachp@paration antirdsgonseguide, the NDB scheme
recognises that entitieoften hold® personal information jointly. An entity may collect

53F<=J K=; LAGF pOpd G> L@= .JAN9; Q Ll 9F =FLALQ AK L9C=F L«
J=;GJ< L@9L ; GFL9AFK H=JKGF9D AF>GJE9L AGEFKag po2s@aidh ofare@oOFdK L @9 L L
to include a record that an entity has a right or power to deal with, even if it does not physically possess the recorchor ow

the medium on which it is stored.
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personal information and retain legal control or ownership of the informatiomhile an
MSP mayhysically possesghe information.

In these circumstances, an eligible data breach of ondignis considered an eligible

data breach of other entities that hold the affected informatioAll have obligations

under the NDB schem&In general,complianceby one entity will be taken as

compliance by each of the entities that hold the information. As such, only one entity
needs to take the steps required by the NDB scheme. The NDB scheme leaves it up to the
entities to decide which of them should do so.

TheOAIC has seen different responses by entities involved in ity breaches. In
several instances, the MSP managed all aspects of the data breach response in
consultation with its clients and coordinated the notification to the OAIC and individuals
affected by the data breach.

In someother cases MSR notified their clients of the data breach bubtherwiseleft to
them the responsibility for meeting the assessment and notification requirements of the
NDB schemeThis approach broadly corresponds wit@AlCguidancethat suggestshe
entity with the most direct relationship with the individuals affected by the data breach
should generallycarry outthe notification. However itis not withoutrisk and may result
in entities falling short of their obligations under the NDB scheme.

For example, the OAIC received natifications from multiple entitibsit experienceda

data breachresulting from a single compromise of an MSRey allused. However, the

OAIC had grounds to believedltompromise had also affectedeveralother entities that

did not notify the OAIC of the data breacHere/] : GL@ L@= +1. 9F< L @:
did not notify the OAl@nay havefailed to meet their obligations under the Privacy Act.

A failure by both the MSP and its clients to notify the OAIC and individuals at risk of
serious harm from a data breach will represent a breach of the provisions of Part 11IC of
the Privacy Act, anavill likely constitute an interference with privacy by lal

Kinds of personal information involved in breaché&sAll sectors

Mostdata breacheg91%) notified under theNDBschemefrom July to Decembe2020involved

| : GFL9;

L

AF>GJE9LAGFA KM; @ 9K 9F AF<ANA<M9DAK @G

distinctfromlA<=FLALQ AF>GJE9LAGFAJ]] O@A; @ J=>=JK LG AF>G.
identity, such asapassport numberor driverA licence number Identity information was exposed in
45%o0f data breaches notifiedluring the period

Data breachemotified in the period alsoinvolvedfinancial details, such as bank account or credit
card numbers(40%),health information (26%) and tax file numbers (18%) | - L @=J K=FKALAN=

8 Notifications relating to the same data breach incident aceunted as a single notification in this report.
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A F > GJ H®) réfaBsRoicategories of sensitive information as set out in section 6 of the Privacy
Act, other than health information as defined in section 6FA.

Chart4 5Kinds of personalinformation involved in breaches3 All sectors
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Note: Eligible data breachemay involvemore than onekind of personal information.
* For breaches listed against this category, the notifying entity was still conducting its assessment of the hrieatiding
which categories of personal information had been disclosed or accessedhe time it notified the OAIC

The importance of timely assessment and notification

The OAlGasseen significant variation in the time taken by entities tientify, assess
and investigatebreachesand then notify affected individuals.

Most entitiestook all reasonable steps teonductan assessment othe incident
suspectedto be aneligible data breachwithin 30 daysd as required bysection 26WH of
the Privacy Acb and then moval promptly to notify both the OAIC andffected
individuals. An exampleof good practiceis provided later in this report.

However,increasinglythe OAIC is seeing instancesorganisations taking much longer
than 30 days to complet¢heir assessmenrd, with further significant delays before they
notify affected individuals Additional time taken to assess a breach must teasonable
andjustified in the circumstanceswith notification to individuals to occur as soon as
practicable.

Some data breaches are complex and may affect entire networks or enterprise
environments.In certain instances, it may take the affected entity a significant amount of
time to identify the extent of the data breach and all affected individuals.
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The PrivacyAct is clear that an entity responding to a data breach should not cake

all reasonable steps teomplete its assessment of whethem incident constituted an
eligible data breachwithin 30 days, but also notify the OAIC and affected individuals as
soon as practicable afteconfirming that there are reasonable grounds to beliean
eligible data breactoccurred.

Section 26WL(2) of the Privacy Act provideways by whiclindividuals affected by a
data breachmay be notified An entitymay notify eachindividual whose personal
information hasbeen involved irthe eligible data breachor notify only individuals who
are at risk of serious harmif neither ofthese optionsare practicable,an entity may
publish a statement on theeligible data breacton its website and publicise the
statement.

In determining the appropriatecourse, entities shouldhave regard tahe need to
conduct a thorough assessmenthe need to provide information that assists individuals
to mitigate harm andthe need to provide timely notification to affected individuals.

Unnecessarily delayedotifications undermine the NDB scheme by denying affected
individuals the ability to take timely steps to protect themselves from harm.

Time taken to identify breakhesd All sectors

As part of complying with @éstralian Privacy Principle 11, entities should take reasonable steps to
ensure that data breaches can be detected in a timely manner.

The figures in this section relate to the time between an incident ocaugrand the entitybecoming
aware of it. They do not relate to the time taken by the entity to assess whether an incident qualified
as aneligible data breachf

For75% of notifications, entitiesdentified that an incident that may constitutean eligible data
breachhad occurred within 30 days of tking place

"The Privacy Act requires entities to take reasonable steps to conduct a data breach assessment within 30 days of becoming
aware that there are grounds to suspect that they may have experienced an eligiéla breach. Once the entity forms a
reasonable belief that there has been an eligible data breach, they must prepare a statement and provide a copy to the OAIC
as soon as practicable.
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Chart5 8 Days taken to identify breachess All sectors
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Note: For notifications in thdUnknownAcategory, the notifying entity was unable to identify the date the breach occurred

The time taken to identifya data breach varied significantigepending on thesource ofthe breach.
For human error breaches, 84% of entitigkentified the incident within 30 dayf it occurring
However, only 56% of entities identdd an incidentresulting from a system fault within 30 days.

Chart6 8 Days taken to identify breaches by source of breachAll sectors
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Note: These figures do not add up to a total #00% due to the rounding up or down of the percentages for each category.
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Notifiable Data Breaches Report Pagel2
oaic.gov.au



January 2021

Time taken to notify the OAIC of breach&#\ll sectors

A key djective of the NDBcheme is to ensure thain entity that experiences aata breachprovides
timely notification to individuals at risk of serious harm frotine breach Delaysin assessment and
notification reduce the opportunities thaindividuals haveto take steps to prevent harm resulting
from a data breach.

The figures in this section relate to the time betwe®men an entity became aware @ incident and
when they notified the OAICThey do not relate to the timdetween when the entitydetermined the
incident to be areligible data breachand when they notified the OAIT

FromJuly to December202Q 78% of entitiemotified the OAIC within 30 days of becoming awaxfe
anincident that wassubsequently assessed to be an eligible dataebch However,23 entities took
longer than120 days after theppecame aware oén incident to notify the OAICIn a number of
instances, individuals were notifiedt the same time asr shortly after the OAIC. However, in others,
individuals were notified someime after the OAIC.

Chart7 8Days taken to notify the OAIC of breachesAll sectors
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The source of the breach influenced the time entities took to notify the OAIC afteirtbielent was
identified. In the case of human errdsireaches 86% ofentities notified the OAIC within 30 daysf
identifying the breach.

8The Privacy Act requires entities to take reasonable steps to condudata breach assessment within 30 days of becoming
aware that there are grounds to suspect that they may have experienced an eligible data breach. Once the entity forms a
reasonable belief that there has been an eligible data breach, they must prepatatement and provide a copy to the OAIC
as soon as practicable.
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However, this figure dropped to 74% for data breaches that resulted from malicious or criminal
attacks, and 64% for breaches thatsulted from system faults.

Chart8 8Days taken to notify the OAIC of breaches by source of breazhll sectors
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FoOrFGLA>A; 9LAGFK AF L@= | 3FCFGOFA ;9L=?GJQJl] L@= FGLA>QAF? =FL/

Requirements for notificatios to individuals

During thereporting period, therewere multiple instanceswhere= F L Anbtiications to
individualswere deficient In these instanceghe OAIC required that the notifications be
revised and reissued.

Entitiesmust provide the following information to the OAIC as soon as practicable after
becomingaware that there are reasonable grounds to lele there has been an eligible data
breach:

1 theidentity of theentity and their contact details

9 adescription of the eligible data breach

9 thekind or kinds of information involved in the data breach

9 recommendationsabout the steps thaindividuals should take in response

Theentity must also provide a notification tandividuals affected by the breach that reflects
the content of the statement provided to the OAl@nd t must do so as soon as practicable

Notifiable Data Breaches Report Pagel4
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These requirements ensure indiduals affected by a data breach camake informed decisios
about how to best mitigate harm

The OAIC has identified instances where entities have provitetividuals affectedby a data
:J=9; @ OAL@ J=D9LAN=DQ ?2<FLl=9MDK D <NAQ =@aN29
these instances, the entities did not clarify the kind or kinds of information involved in the datz
breaches, which includedbank account details, credit card detailsaxfile numbers Medicare
numbersand identity numbers.

The OAIC required theeentities to send an updated notification to thaffected individuals
that:

9 specified allthe kinds of personal information involvedh the data breach

9 included corresponding recommendations about the stepadividuals should take in
response to thebreach

In other instancesnotifying entitiesdid not provide affected individuals with sufficient
information regarding the data breach to understand the rigkisingfrom it.

For example, an entity notified the OAIC of a data breach caused by social engineering wher:
staff member of the entity was deceived by a malicious actor into disclosing personal
information about other individuals However, the entity only advised indigluals affected by

the data breachthait AF NGDN=< 9 <AK; DGKMJ= G> L@=AJ F
J=; AHA=FLAK 'F J=KHGFK= LG L@= - '!AK AFI
paraphrased the description of the eligible da breach and reissued the notification tolarify
that it involved a malicious actor.

Examples such as thesaay not only fall shortof reporting obligationsbut alsoadversely
affect9 F A F < A N A tokhakb dnknfo@nedidBeisiba®out how to bestmitigate harm.

EntitiesAdata breachnotifications must balancetimeliness and thoroughness to meet the
requirements of the Privacy Act.

Source of breache$ All sectors

Malicious or criminal attacksverethe largest source of data breaches notified to the OAd@n July
to December202Q accounting for310breaches Malicious or criminal attacks are defined astacks
that are deliberately crafted to exploit known vulnerabilities for financial or other gain.

Attacks includedcyber incidentssuch as phishingind malware, data breaches caused bsocial
engineering or impersonationtheft of paperwork or storage deviceand actions taken by a rogue
employee or insider threat.

Human error remained a major source of breaches, accountingZodnotifications. This was a
notable increaserom the 173 notifications attributed to human error in the previous periodystem
faults accounted fothe remaining25 breaches notified.
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Chart9 8 Source of data breache$ All sectors

System fault 5%

Human error 38%

Malicious or criminal attack
58%

Note: These figures do not add up to a total of 100% due to the rounding up or down of the percentages for each category.

Malicious or criminal attack breachesAll sectors

Malicious or criminal attacks remain the leadirgpurceof data breaches, accounting for 58% of
notifications. However, the number dhesebreachesis holding steadyd down only 1% from 312
notifications last reporting periodto 31Q

The majority of breaches (68%) in the malicious or criminal attack category involwdzbcincidents
The OAIC receivedl2 notifications of cyber incidentsa slight decrease from the 218 notifications
received during the previous period. Cyber incidents were responsible for 39% of all data breaches,
with phishing, compromised or stolen credential&and ransomwardhe main source of the data
breachesin this category.

Data breaches resulting fromagial engineering or impersonatioaccounted for 3 notifications. This
represented a decreastrom the 48 notifications receivedh the previous period Actions taken by a
rogue employee or insider threadccounted for35notifications, up from 23 Theft of paperwork or
storage devicesesulted in29 notifications.
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Chart 105 Breaches resulting from malicious or criminal attacks All sectors
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Chart113Malicious or criminal attacks3 All sectors
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Cyber incident breaches All sectors

More than half of altyber incidentsd and 23% of all notifications$ during the reporting period
involved malicious actors gaining access to accounising compromised or stolen credentials.

The most common methodised by malicious actors tobtain compromised credentials waemail-
basedphishing 64 notifications). This confirmsthat email-basedvulnerability isone of thegreated
risksto information securityfacing organisationsThe human factoiis an importantelementin an
organisation& overall informationand cybersecurity posture, givertheseattacksrely on a person
clicking on a phishindink.

Chart12 3 Cyber incident breakdownd All sectors

Other 3%
Malware 7%

Brute-force attack (compromised credentials)
8%

Phishing (compromised credentials)
25%

Hacking 14%

0,
Ransomware 17% Compromised or stolen credentials (method unknown)

25%

Note: These figures do not add up to a total of 100% due to the rounding up or down of the percentages for each category

Human error breaches All sectors

The second largest sourcef data breachesvas human error The number of breaches attributed to
human error has increasedverall 8 up 18% from 173 notifications last reporting period to 284nd
proportionally 8 up from 34% of all data breaches to 38%.

Common examplesof human error breacheiclude sending fersonal information to the wrong
recipient via email 45% of human errorbreacheg, unintended release or publication of personal

information (16%),and>9 ADMJ = LG MK= L@= | : DAF< ;9J: GF ; GHQA
emails.
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Chart13 8 Human error breakdown 3 All sectors
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Certain human errorbreaches affect larger numbers afdividuals. Unauthoriseddisclosure
(unintended release or publicationaffected the largest number of individuals per breach in this
category, with an average of 20,117 individuals affected per bre&atilure to use théBCCfunction
when sending group emailaffectedan average ol9,163individuals per breach.

Table3 3Human error breakdown by average number of affected individual® All sectors

No. ofnotifications Average no. of
Sourceof breach . D
received affected individuals

Pl sent to wrong recipient (email) 92 29
Unauthorised d_lsclpsure (unintended 33 20,117
release or publication)

Failure to use BCC when sending email 18 19,163

PI sent to wrong recipientnail) 16 1

PI sent to wrong recipient (other) 12 5
Unauthorised disclosure (failure to redact) 12 2

Loss of paperwork/data storagdevice 11 24
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Unauthorised disclosure (verbal)
Pl sent to wrong recipient (fax)

Insecure disposal

System fault breache$ All sectors

No. ofnotifications
received

7

January 2021

Average no. of
affected individuals

185

System faults accounted fo5% of data breachesdthe same proportion as the last reporting period
System fault breaches include data breaches that occlure toa business or technology process

error.

Unintended release or publication of personal informatiotue toa system faulcaused ¥ data
breaches, while nintended access to personal informationsaa result of a system fautiaused8 data

breaches

Chart 14 5 System fault breakdownad All sectors

January to June 2020 e July to December 2020
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Gooddata breach responsand assessment

Across the reporting period,he OAlGawseveralexamplesof good data breach
response andassessmenpractices.

Anotable example involved a business email compromise attaCk@=J = 9F =FLAL
memberreceivedseveralsuspicious emails requesting payment of falsified invoices.

T 2@= =FLALQ AEE=<A9L=DQ DG; CemalachfFand @= 9
commenced an internal investigation.

9 Within 2 days, the entity commissioned an external IT security incident response
company to conduct a forensic investigation of its network.

9 Eight days after the original suspicious email was identified, the entity received
preliminary findings from thdT securityincident responsecompanyand concluded
that an eligible data breach had occurrethvestigationsidentified over 1000
employees whose personal information had been exposed and around 100 external
individuals who were potentially at risk of serious harm.

1 Byday 10, the entity notified all staffof the breach providing them with guidance on
IT security best practice and thdetails of potentially compromised personal
information.

1 The entity continued its forensic investigation into the incidenthrough this process,
it confirmedthe extent of access obtained by the malicious actor, clarifide data
that had been viewed pexfiltrated from its network and continued its assessment of
the serious harmcaused toeach individual (internal and external) whose personal
information had potentially been exposed.

9 As part of its assessment process, the entity categorised exposadgrel
information into 6 categories, against which it weighed the risk of serious harm.

9 The entity commissioned third party to providesupport to affected individuals.

9 By day 35the entity had concluded its forensic investigation and providedinal,
tailored notification to the OAICand toall internal and externalndividuals it had
identified as at risk of serious harm from the breach.

9 Given the breach resulted in the exposure of Australian Government identifiers such
as tax file numbers and Medica numbers, the entity also contacted the relevant
agenciesregardingthe breach
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Comparison of topb industry sectors

This section compares notifications made under tiNDBschemeby the 5 industry sectors that made
the most notifications in thereporting period

FromJuly to December202Q health service providers reported23data breaches or23% of the
total.

The second largest souraaf notifications was the finance sectorl6%), followed by education 7%),

legal, accounting and management servic€&%s), andthe Australian Governmenfc%). This is the

first report wherethe Australian Government has been among the top 5 industry sectors to notify data
breaches.

Time taken toidentify breachesd Top 5industry sectors

The time taken by entities to identify incidents that were subsequently assessed to be eligible data
breaches varied by industry sectot.

In the reporting period, 88% of health service providers and 87% of égitn the legal, accounting
and management services sector idengf the incident within 30 days of ibccurring. This figurewas
68% for the financesectorand 61% for Australian Government entities.

Chart 158 Days taken to identify breaches Top 5industry sectors
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% The figures in this section relate to the time between an incident occurring and the entity becoming aware of it. They do
not relate to the time taken by the entity to assess whether agigent qualified as an eligible data breach
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Time taken to notify the OAIC of data breach&$op 5 industry sectors
The time taken by entities to notify the OAIC of a data bre¥skaried by industry sector.

Eighty-seven per cenbf notifications from the legal, accounting anthanagement services sector,
and 83% of notifications from the health and education sectpwgere made within 30 days of the
entity becoming aware of the incident.

Sixty-five per centof notifications from the finance sector and 58% of notifications froimet Australian
Government were made to the OAIC within 30 days of the entity becoming aware of the incident.

Chart 16 8 Days taken to notify the OAIC of data breachéslop 5industry sectors
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Note: These figures do not add up to a total of 100% due te tiounding up or down of the percentages for each category.

Source of breache$ Top 5industry sectors

Consistent with previous reports, tman errorremainedthe most commonsource of data breaches
within the health sector, accounting for 57%f data breaches reportedy the sector Malicious or
criminal attacks caused41% of data breaches reported by the ladth sector.

In comparison, malicious or criminal attacks wethe most commonsource of databreaches within
the finance sectorcomprising66% of data breachesreported by the sectorHuman error was the
source of28% of data breaches within the finance sector

19 The figures in this section relate to the time between when an entity became aware of an incident and when they notified
the OAIC. They do not relate to the time between when the entity determined the incitiebie an eligible data breach and
when they notified the OAIC.
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Chart17 3 Source of data breache$ Top5industry sectors
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Chart 18 8 Malicious or criminal attacks breakdownd Top 5industry sectors
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